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CorteXchange is the secure message store and forward interface engine solution offered by Cortex
Medical Management Systemes, Inc.

CorteXchange facilitates sharing of data, both inbound and outbound with hospital, clinics and
physicians (EHR/EMR). CorteXchange hosts your interfaces on Cortex servers where our staff of
interface specialists provides 24 hour monitoring and support.

This arrangement allows for better management by the Cortex Interface team, while at the same time
providing you with access to the information you need regarding your interface. Cortex will have faster,
easier access to your interfaces, bypassing the need to go through multiple connections to your site and
your servers.

As a customer, you can view the status of your interfaces at any time or choose to be emailed or text
messaged if there is an interface that is not operating optimally. If there is an interface issue,
CorteXchange will track details regarding interface transactions for the best troubleshooting by Cortex,
you and the other vendor. CorteXchange employs a store and forward technology so all messages that
are not delivered successfully are stored for retransmission until the connectivity issues are resolved.

CorteXchange handles standard HL7 and ANSI standard and interfaces as well as custom interface
specifications. The interface solutions Cortex will offer through CorteXchange are: Outbound Patient
Results, Inbound ADT/Orders (including billing information), Outbound Billing and Inbound Billing and
Instrument interfaces such as Ventana, Dako, PSLIM, Digene, etc.

Specific to the Outbound Patient Results Interface, CorteXchange will provide an option for sending an
encoded .pdf document within the HL7 message. This means, the other vendor not only receives the
text based HL7 information (often times important to build the structure of the result on their side) they
will also be able to store and display the .pdf document version. With the help of the other vendor, the
.pdf version of the final patient report will look the same as the hard copy report you currently print for
your physicians’ offices!

At Cortex we are actively working on the next giant leap healthcare data systems. We welcome any
guestions you may have about CorteXchange and how it can maximize communication and exchange of
data with hospital systems, EMR/EHR, instruments, etc.

Please contact Chris Kramer, for more information about CorteXchange: 206.826.5032, ext 5004
ckramer@cortexmed.com

1| Page Created: 2009-08-28
Updated: 2010-06-25


mailto:ckramer@cortexmed.com

Benefits of Using an Interface ENINe Strategy.....ccuveiiiiieiiiiiiiee ettt et 3

F Nl [ Le=T == =T BT ] [V o] o SR 3
[aTe [V Te [N E [ A=Te LY Y11 o To D1 V=PRSS 3
@Y N = [F2=To Il e o Yol YT o - PSR 4
== o | N 4
SENAING MESSAZES SECUIEIY ..ottt e et e e e et e e e e e bt e e e e ebteeeeebtaeeeebteeeesstaeaesnnes 4
Sending Messages t0 the REMOTE Site......c.ueiiiciiiii it e et eerte e e e enteeeeeanes 4
Receiving Messages from the REMOTE Site.......cooicuiiiiiiiiii e e e e e e 4
Centralized Monitoring and TroublesShOOtiNG.........cueiiiiiii i 4
TransmMitting REMOTE STatiSTiCS .uuuuuuiiiiiiiiiiiiiiiiiiiiiiii bbb aaabababaeaaaeaaanaanaaees 4
CorteXchange Web-based AppPliCation .........ociiiiiiie et e e e e e 5
Y or=1 =1 o111 A ORIt 5

Hospitals, laboratories, and clinics are all faced with the demand of providing electronic
interfaces at unprecedented rates. The rising demand is due to the operational objective of
streamlining workflow and the revenue objective of efficiently establishing productive
relationships with referring physicians.

Cortex anticipates the need to provide interfaces for ADT transactions, pathology reports and
laboratory orders to and from hospitals and doctor’s offices. Additionally many laboratories are
acquiring processing and diagnostic instruments which need instrument interfaces within the
laboratory.

Interfacing applications is an essential ingredient to achieving both objectives. Today, there are
two primary approaches to interfacing:
o Create point-to-point interfaces with different application vendors to connect to
internal applications or providers and their applications
o Select an interface engine solution that can broker communication of patient data
between various internal applications and providers and their applications
Cortex has traditionally done point-to-point interfaces and has fifty plus interfaces operational
for clients. Cortex is now starting a new project which will offer an interface engine solution.
We call this CorteXchange.
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An interface engine can transform or map the data to the receiving application’s requirements
while the message is in transit so that it can be accepted by the receiving application.
Essentially, the import and export module from the sending application is built in a very
comprehensive manner, capturing all potential data to be used in one interface. The application
interface is built with a one-to-many concept in mind. These import/export modules then are
connected to an interface engine so that the mapping, routing, and monitoring are managed by
this system.

Benefits of Using an Interface Engine Strategy

e Reduces the dependency on multiple vendors to make changes in the format of
messages to be sent or received

e Leverages one import or export module from core applications (e.g., HIS, EMR, LIS, etc.)
and distributes interfaces to multiple applications productively

e Improved physician and client support through proactive interfacing monitoring and
message log management

e Enables flexibility to adapt to different HL7 message standards, XML healthcare
standards, etc. as well as different application data

e Lowers overall interface cost by re-purposing an application’s import / export module to
multiple applications

An Integrated Solution

CorteXchange enables secure transmission of messages via web services in tandem with the
core functionality of the Integration Engine solution. CorteXchange connects to remote point of
care applications through a lightweight agent. The agent then transmits the data to the local
clinical applications.

CorteXchange extends interfacing functionality to locations where security barriers may have
prevented normal transmission of messages, or where VPN use has become cumbersome to
establish and maintain. The value proposition is very strong for allowing users to access the
central application remotely. This type of approach reduces the cost of deployment because
only a small physical footprint is required at the remote locations.

Individualized Mailboxing

CorteXchange core functionality is based on the use of mailbox queuing to send and receive
messages for each remote system. Each mailbox is associated with a connection, and each
connection is associated with an application interface at a client’s remote site.

The mailboxes reside at the central server and can be easily configured and monitored through
the web-based CorteXchange application. Each mailbox shows all messages that were sent to
the remote system, providing a single location to view real-time information about a client.
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Centralized Processing

Most of the processing of the messages is done at the central server — not at the remote sites.
CorteXchange focuses on sorting the processed messages into a designated mailbox, moving
the messages from a mailbox to an agent(and vice versa), and monitoring the activity of the
mailboxes. Once at the remote site, a separate connection is used to transmit messages
between the agent and the client side system.

Agent

In a full bi-direction deployment, two separate connections are used by the agent to transmit
messages between the CorteXchange platform and the clinical application, plus a third
connection to transmit agent message statistics.

Sending Messages Securely

CorteXchange uses a web service to establish a secure connection between the mailbox and
the remote application. Each agent communicates with the CorteXchange platform at regular
intervals and whenever data is ready to be sent from the client application. The CorteXchange
mailbox is checked, and any waiting messages are retrieved for delivery back to the remote
system.

As part of the transmission process, the message is logged and acknowledged at each stop
along the way to ensure that it is received correctly and completely. Meanwhile at the central
server, the message can be watched in real-time as it is delivered without the hassle of having
to go to the remote system.

Sending Messages to the Remote Site

Outgoing messages generated on the central application are first stored in the appropriate
CorteXchange mailbox. Then when the remote agent authenticates and checks for messages,
messages are delivered to the remote site. The agent then delivers these messages to the
remote point of care application.

Receiving Messages from the Remote Site

Incoming messages generated on the remote application are first receiving by the remote agent
and safely enqueued at the remote site. The agent then delivers the message to the
CorteXchange platform via secure web service call.

Centralized Monitoring and Troubleshooting

Centralized monitoring and troubleshooting for all remote connections is possible because an
easy to use, web-based application provides a real-time view of message transmission, history
and status for all remote clients.

Transmitting Remote Statistics

Each agent is configured to “call” into the CorteXchange platform periodically with log file
statistics, using a separate remote connection designated solely for this purpose. As a result,
the log files at the CorteXchange server not only contain information about the message as it is
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processed, but also information about the message as it is put into the mailboxes and sent to
the remote locations.

Although the site-specific log files allow each remote client to view information about their
connection’s messages and possible issues, troubleshooting for all connections can be done
from the central location because the remote sites’ statistics are available at the CorteXchange
server.

CorteXchange Web-based Application

The CorteXchange application allows for easy monitoring of all existing mailboxes and
connections, plus quick creation of new clients, connections and mailboxes — all from a central
location. The clients available for access are based on login credentials.

Scalability

CorteXchange is easily scalable while maintaining First In First Out (FIFO) order in each message
stream. Expansion is achieved by adding some additional processing to the Integration Engine
at the central server. The CorteXchange connections can then collectively leverage existing
functionality in the core Integration Engine, meanwhile using “mailbox locking” during
processing to ensure consistent maintenance of FIFO. This allows for easy addition of new
remote clients, and the ability to keep pace with business needs as processing demands
increase with the number of remote installations.
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